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Multi-factor authentication

A guide for advisers and clients

This is guide is designed to help you set up multi-factor
authentication on Transact Online

Multi-factor authentication (MFA) is an extra security step that keeps your

account safe by confirming it's really you logging in.
MFA is comprised of:

e your username and password, and

» aone-time security code sent to a trusted device (typically your mobile phone or computer).
You can receive your one-time security code via:

« authenticator application (app)

e email

e SMS text message.
This guide provides step-by-step instructions to setting up and using MFA.

If you have any questions, or would like help setting up MFA, please call our dedicated Log in Support team:

Telephone: 020 7063 8070
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Setting up MFA on Transact Online

Log in to Transact Online
Visit https://www.transact-online.co.uk and log in using your Transact number and password.

You may be asked to update your password if it is less than 12 characters.

Enable MFA
Once you have logged in to Transact Online (TOL), you will be prompted to set up MFA (if you haven't already).

You can reach this screen via Account Settings > Security in the top right corner.
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Choose your MFA method
Follow the instructions on your Security page to enable MFA.

We recommend choosing the authenticator app method, as it is the most secure, and does not need an internet
connection or mobile phone service to work.
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Downloading authenticator apps
Transact doesn't have its own authenticator app, but Google Authenticator and Microsoft Authenticator are
trusted authenticator apps. You can find these in the Apple Store or the Android App Store.

Once you've downloaded an authenticator app, you will follow the instructions on the Transact Online 'Setting Up
Your Authenticator App with Transact' page as shown below.

You'll be prompted to scan a QR code. At this point, a 6-digit one-time security code will appear in your
authenticator app.

Enter the 6 digits into the 'Security Code' box on the screen.

You will then see the confirmation page ("Your changes have been saved'). You will be asked to provide the MFA
security code next time you log in to Transact Online.

Email code
Verify your account via email. A 6-digit code will be sent to your email address.

Please enter the code into the 'Security Code' box provided within 10 minutes.

SMS code

Verify your account via SMS. A 6-digit code will be sent via SMS to your mobile phone.

Please enter the code into the 'Security Code' box provided within 10 minutes.
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Backup codes

We recommend enabling and storing backup codes as a recovery method. You can enable backup codes in
Account Settings > Security.

To use one of the backup codes, click 'use another method' and select the 'use backup code' option. You can then
use one of the codes you originally noted down. Once a backup code has been used, it can be discarded.

If you misplace your backup codes, you can view these in Transact Online in Account Settings > Security. You will
need to click 'show' next to the backup codes section.

If it's possible your backup codes have been compromised, please reset to generate new backup codes.

Trusted device

Once you have enabled MFA, you can 'trust' a particular device (e.g., your mobile phone), so you won't need to
enter your MFA code on every login. Assigning a trusted device makes logging in easier and faster.

The first time you log in to Transact Online after setting up MFA, you will be asked if you want to Trust this device
for 30 days'. This is how you assign a trusted device. You can then manage and view your trusted devices on
Transact Online via Account Settings > Security.

If you don't recognise one of your current trusted devices, you can check the 'last logged in' section on your
Transact Online Security page.

If in doubt, you can ‘forget’ the device and contact Transact for further assistance on 020 7608 5350, message us
via Live Chat, or send us an email via the platform.

You'll be asked to re-enter your MFA code when logging in from a different device, or 30 days after you assigned a
device as trusted.

Multiple devices can be set up as ‘Trusted Devices'.

Questions and answers

MFA is mandatory for all user accounts from 1 December 2025, so you will not be able to turn off MFA past this
date.

Child and joint accounts will default to the authenticator app method. SMS and email options will only be available
once details have been verified under registered contact (child) and individual accounts (joint).

If clients do not hold individual accounts on the platform, the authenticator app will be the only option available.

Trust and corporate accounts will need to select the ‘authenticator app’ method for MFA. SMS and email methods
are not available for trust and corporate account types. This is because the authenticator app can be used to
facilitate multiple users.
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While all methods will significantly improve security on the account, the authenticator app tends to be the most
reliable (as you do not need to rely on mobile phone signal or internet connection to receive the MFA security
code).

Many of the large technology companies have free versions available. Some commonly used authenticators in the
UK include Google Authenticator and Microsoft Authenticator.

This will vary depending on the app provider, but some will support access via mobile, tablet, laptop, and desktop.
We recommend installing and using the authenticator app on a mobile phone.

Yes. You can edit the 'enabled method' via Account Settings > Security in TOL.

How to contact us

If you have any questions about MFA, or require further information, please contact us on our dedicated Log in
Support team:

Telephone: 020 7063 8070

Email:
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